@UA.‘U Cila glaall) (pal
Al g sy

il gladl) g e oY




anadanli

Firewall Summary: Attacks Blocked for uobaghdad.edu.ig/

Block Type Complex Brute Force Blocklist Total
Today 199 17 557 773
Week 3,035 177 14,294 17,506

Month 13,419 1,813 114,804 130,036

ponn cedgn ] oilh P_IJ.CLLI HII Pg_CLI loaic ga :Complex -
Laay lglieiul aian) apoi e jgiell gI ¢clodgn JUotmll lhin=

lnagll (o ¢lgilll oda Firewall gAani

puwll Jgaall Jrwil ginai alglhn a : Brute Force Attack ¢
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Jasy "ylol awnill hulgyll Jdi Jgagigp” s1 HTTPS Jgagigy plaiiwl =
cledgng paiiwnll adnin gy Jaill jiofi Gle HTTPS  Jgagigy
Jus go doliwallg dlupoll alogleoll &iloa A4 ackuy Loy igrialdl
dlnglen en Joleii gai pl gl sia lghliclg lgile aniill dilan] cieni
26 igrialdl gdgall I o ajlj Jga alnglen sl Gil ellag éuwbin
cledgn gla 1al Jlinll Juw e il ge dwbin Juoldai cuhAi
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aulng (endpoint) dilgill ahadil (Firewall) &lna jlan gmg Wordfence =
Threat Defense Feed Ajin Joei WordPress dilnal gjlall aolpll igh
A)lAall anlpll alerdgig dilnall jlan aclgd ¢1aali Wordfence augji e
oic blaall lgaling sill glall 1P guglicg (malware  signatures)
:Jin dwalall aljinll (o dcgnan pady Sl \Wordfence 19 .2dgall
dalinll WordPress (jlol Jgla fial (CAPTCHA ,2FA)

CLOUDFLARE (ol cujiid Jlnil J4 Jeal dnnno dnlle dqui e djlic Cloudflare =
Jiwaig daanll Jinai gipui le LAyl o) ldgigng L@ipng LAlag
waenll hidig DDoS ulnaa (jn dllnallg SEO dnadl alsjhan alimad
(content delivery sginnll Jingi a4aui Ll gag WordPress _1 dnlall
(0 yaell jagi palgall gn dcjgo daui e djlic a sillg network)
Lugll gign (sgianl ciagall (il Jin cugll gagal Lijall
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dipals pan daany eledgn I Jgaall aic a1aao ajgal pladiwl Jraay =
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(2FA) TWO-FACTOR
AUTHENTICATION

two- LAyl nunig aliliill adalnnll :(2FA) Two-factor authentication
dual-factor authentication gi "(ighi  (gaaill"step verification
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B 18 4 New SmartSlider §4 @

Dashboard

Hey there! We noticed that you

spread the word, We would really appreciate it & — Team YARPP

Ok, you deserve it RNERA=A

WP Mail SMTP VoA

View Detailed Email Stats

All Emails v All Time v |

B4 3755 total

@ sentN/A

NFW! Fnahle Weekly Email Summaries View

- malanlc lacalile ab

Purge cache

3 have had success using YARPP - Relate:

d enouagh siready d Dismiss

WP Mail SMTP @

5ts! Could you please do us a BIG favor and give us a quick 5-star rating on WordPress? It

Quick Draft AV A

Title

Content

What's on your mind

WordPress Events and News ANV A
Attend an upcoming event near you. Q Select location

There are no events scheduled near you at the moment. Would you

like to oraanize a WordPress svent?

s O II Mainte nance f"" £ Mo

WP Briefing: Episode 43: Openverse & Photo Directory-= What Are

will boost ouUr

L

alialjoboury

Log Out

9



WORDPRESS 4 dsigfialill livdlgn cililual2FA Jedi vl 10
(S)uidl yuilg syl clppul 1aa)

#h MySites @ shydsol> ®8 18 <= New Smart Slider ‘7‘ 1) Theme Options Purge cache WP Mail SMTP @ Howdy, alialioboury [l i
YQU Can cnange your proiile picture on Gravaiar
M Appearance
- Users Account Management
All Users
New Password et New Password
Add New )
Profile
Sessions
# Tools

@ WpPBakery Page

Builder Application Passwords
B Settings
[] Shortcodes Disabled sswords l‘i%ve been disabled by Wordfence
&% WP Mail SMTP i it
WA voast SEO @ Wordfence Login Security
& Uultimate Maps by

Supsystic 2FA Status Inactive: Wordfence 2FA is inactive. Learn More
£+ Remove Featured Activate 2FA

Image : i

Unlimited Addons

Update Profile

Login Security e
(o] Extended Search
= Smart Slider
0 neny R 205 « PHPy 7.4 Version 6
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WORDPRESS . g duigfialyl liedlgn cillual2FA Jedi wb

MySites 4 sy asol> B 18 4 New SmartSlider 4 @

Events Manager
Posts

Post Carousel Pro
Smart Post Show
Media

Pages
Comments (18
Ninja Tables Pro
Our Team
Projects

Ultimate Post List

TablePress

Appearance
Users
Tools

WPBakery Page
Builder

Settings
Shortcodes

WP Mail SMTP

()il yuilg il cladl 1aa)

Purge cache WP Mail SMTP %

Two-Factor Authentication
oy

Two-Factor Authentication Learn more about Two-Factor Authentication

Two-Factor Authentication, or 2FA, significantly improves login security for your website. Wordfence 2FA works with a number of TOTP-based apps like Google Authenticator, FreeOTP, and
Authy. For a full list of tested TOTP-based apps, click here

1. Scan Code or Enter Key 2. Enter Code from Authenticator App

Scan the code below with your authenticator app to add this account. Some
authenticator apps also allow you to type in the text version instead

Download Recovery Codes Options!

Use one of these 5 codes to log in if you lose access to your authenticator device
Codes are 16 characters long plus optional spaces. Each one may be used only
once

i DOWNLOAD

Enter the code from your authenticator app below to verify and activate two-factor
authentication for this account

mwulnmcu,.gmmo

Ear haln an cattinn 1in an ann vicit aur haln ardicla

Howdy, alialjoboury 2
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& google authenticator Q 9
Google Authenticator
G Google LLC @
4.3 %
408K reviews ©® 408K reviews Rated for 3
aolip s pa
G Store (Jn Google Authenticator

Simple setup

NGEr security v
s00gie Authenticator ’ ;
using your camera used to sign in

Enable 2-step verification to protect your account from
hijacking.
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@

Setup your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble,

go to g.co/2sv
[®] ScanaQRcode (5

(]  Enter a setup key
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#h MySites @ sheyassl> B8 18 <= New Smart Slider "‘ 1 } Options  Purge cache WP Mail SMTP 1 Howdy, alnaljoboury.

Events Manager ) L
MMM Two-Factor Authentication

W
A Posts
reesmameeeall  TWo-Factor Authentication Learn more about Two-Factor Authentication
B Smart Post Show Two-Factor Authentication, or 2FA, significantly improves login security for your website. Wordfence 2FA works with a number of TOTP-based apps like Google Authenticator, FreeOTP, and
Authy. For a full list of tested TOTP-based apps, click here
83 Media
1. Scan Code or Enter Key 2. Enter Code from Authenticator App
M Pages
¥ Comments & Scan the code below with your authenticator app to add this account. Some Download Recovery Codes Optional
; authenticator apps also allow you to type in the text version instead < s
f=] Ninja Tables Pro Use one of these 5 codes to log in if you lose access to your authenticator device
Codes are 16 characters long plus optional spaces. Each one may be used only
as Our Team once

&) Projects
E ultimate Post List

2 TablePress

» Appearance

7 DOWNLOAD

aa Users

# Tools

@ WrPBakery Page ( \ Enter the code from your authenticator app below to verify and activate two-factor
Builder g authentication for this account

Settings

[1 shortcodes agall jgn auunl Claia apols aag
6

&2, WP Mail SMTP
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Google Authenticator

Wordfence (uobaghdad.edu.iq (alial...

077 495 )

Bjnd djinj Al pueill (LA ilgaie 3g5 el jphun
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MySites 4 by dzol> B 18 4 New SmartSlider @4 @ ‘ Options  Purge cache WP Mail SMTP (1 Howdy, alialioboury [l

Events Manager o
Two-Factor Authentication

W
A Posts
Pt Post Carousel Pro Two-Factor Authentication Learn more about Two-Factor Authentication
B3 smart Post Show Two-Factor Authentication, or 2FA, significantly improves login security for your website. Wordfence 2FA works with a number of TOTP-based apps like Google Authenticator, FreeOTP, and
Authy. For a full list of tested TOTP-based apps, click here
03 Media
1. Scan Code or Enter Key 2. Enter Code from Authenticator App
M Pages
¥ comments ({8 Scan the code below with your authenticator app to add this account. Some Download Recovery Codes Optional
. authenticator apps also allow you to type in the text version instead s .
7=] Ninja Tables Pro Use one of these 5 codes to log in if you lose access to your authenticator device
Codes are 16 characters long plus optional spaces. Each one may be used only
as Our Team once

&) Projects

E ultimate Post List
& TablePress
Appearance
R 3 DOWNLOAD ‘

»
&
J Tools
@2

WPBakery Page ' Enter the code from your authenticator app below to verify and activate two-factor
Builder authentication for this account

8 = ia jop wumal
[] Shortcodes ‘ ;

&, WP Mail SMTP
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Download Recovery Codes

Reminder: If you lose access to your authenticator
device, you can use recovery codes to log In. If you have
not saved a copy of your recovery codes, we
recommend downloading them now

’ SKIP DOWNLOAD
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